The exponential growth of wireless technologies and mobile devices, the mobile commerce becomes a significant for every one's life. Its popularity introduces a new channel for the research that is, M-Payment or Mobile Payment in terms of identifying new applications, designing frameworks, and producing innovative business models. The development of secured mobile payment system becomes a major research topic in the field of mobile commerce. A study reveals that there are wide ranges of mobile payment solutions and models available in the market, but there is no specific and global mobile payment system for academic institutions without huge investment. To overcome, this paper proposes a novel model called Mobile Payment Consortia System (MPCS) to carry out the transactions from the bank to the academic institutions for the payment of fees by students through mobile phone. MPCS provides an end-to-end security using Public Key Infrastructure (PKI). This paper mainly focuses on strong authentication and secure communication between the institution server and MPCS Server. This model can be extended to all educational institutions, training divisions and universities so as to help the necessary payments by the students through mobile devices.
higher academic institutions, the traditional procedure of payment of fees leads to a cumbersome practice and is time consuming.
Thus an urgent need arises to design a technology for mobile payment system with due care on End-to-End security of financial transactions between the client and the banks. Considering the fact, this paper, it is proposed to design and develop the Mobile Payment System using Public Key Infrastructure. The proposed architecture is designed and well suited to the academic institutions to carry out the payments and financial services, in particular payment of fees by students from the customer's bank to the institution's bank where they study using mobile device anytime and anywhere.
The paper is organized as follows: Section 2 presents the review of research papers related to the architecture of existing mobile payment system. The Architectural design for Mobile Payment Consortia System is presented briefly in section 3. Section 4 illustrates secure transaction processes between the Institution Server (IS) and the MPCS server. The proposed algorithm for entity authentication and secure communication flow are presented in Section 5. Section 6 is conclusion.
REVIEW OF LITERATURE
Several studies have been conducted till recently to implement mobile payment system more effectively in diversified applications. Different payment systems such as mobile phone-based system, SIM or Smart card-based system, Point-ofSale(POS)-based system, and Mobile wallet are found in the market [1] .
There are different solutions such as bank driven, mobile network operator driven and independent payment systems found in the market [2] . Mobile payment system models are also classified into theoretical model, scenariospecific model and open or scenario-independent model [3] . The theoretical model generally provides a layered or module-based framework and which illustrates the payment procedures, principles and security issues in a simplified base but not a practical one [4] . Scenario-specific model could be classified into disconnected interaction model, server-centric model, client-centric model and Kiosk centric model [5] .
The architecture and business model for Secure Mobile Payment System (SEMOPS) [6] is based on mobile-phone based payment system. The SEMOPS is a universal and open mobile payment system that supports micro, mini and macro payments. However, there are still some limitations in SEMOPS model such as possible attacks on payment transaction by the illegitimate merchant and no guarantee for comprise-resistant payment processors.
The integrated payment architecture provides a common payment solution for Serbia citizens by combining SMS based applications, Point of Sale device and mobile commerce application. The solution provides two interfaces such as ISO 8583 and WEB service interface to communicate with the banks. However, there are serious security issues cited in the proposed solution [7] . The SMS will be stored on the user's phone that presents a tempting target for attackers and the fixed amount of money can be transferred in order to be charged on the mobile phone carrier bill. The mobile phone should synchronize with the merchant system in Point of Sale (POS) applications.
An innovative architecture, namely SIMPA, is based on Session Initiation Protocol (SIP) for next generation mobile phone networks developed by [8] . SIP is designed as the signaling protocol for the 3G mobile networks with the support of Multimedia services including VoIP and Instant Message (IM). SIMPA architecture supports P2P payments and traditional security properties such as privacy, confidentiality and integrity. However, the demerits in SIP network are lack of scalability, security restrictions, complex maintenance and configuration, controlled infrastructure, restriction on usability.
The development of secured mobile payment system becomes a major research topic in the field of mobile commerce. The security is required at various levels such as mobile platforms, services or protocols, network technologies and mobile devices to perform the mobile payment transactions successfully. In order to achieve security capabilities such as transaction security, entity authentication, transaction privacy, transaction Integrity and anonymity, the protocol designers consider the methods such as public key infrastructure, symmetric and asymmetric cryptography and biometry.
In order to achieve security capabilities such as transaction security, entity authentication, transaction privacy and transaction Integrity, and anonymity, the protocol designers consider the following methods: public key infrastructure, symmetric and asymmetric cryptography and biometry. Recently, most of the protocols are proposed based on public key infrastructure [9, 10, 11] whereas remaining employ symmetric-key operations [12, 13, 14] . Since the data transmitted through wireless, maximizing the security is more important with security services such as privacy [10, 11] , authentication [15, 16] , message integrity [17, 18] , confidentiality [19] and non-repudiation [20, 21] for the success of the mobile payment systems.
Having studied the existing solutions for mobile payment system, we propose a novel model namely Mobile Payment Consortia System to carry out the fund transactions from the bank to the academic institutions for the payment
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An End-To-End Secure Mobile Payment System Using Public Key Infrastructure System of fees by students through mobile phone. MPCS provides end-to-end security using Public Key Infrastructure, while carrying out the payment transactions. This architecture increases convenience in payment processes in particular, payment of fees by students through fund transfer in a real time basis from the customer's bank to the institution's bank where they study using mobile device anytime and anywhere.
THE ARCHITECTURAL DESIGN OF MPCS
The MPCS model is designed with various security levels like device authentication, client and client/server authentication, and secure transaction among the interacting entities using Public Key Infrastructure (PKI). The PKI provides strong security services that allow distribution and use of public keys and certificates with security and integrity. Both privacy and authentication can be provided using the combination of encryption and digital certificates. The message digest algorithm can ensure the message integrity effectively.
The major security of non-repudiation mechanism is well supported only by the digital signature. The strong encryption mechanism offers data confidentiality. The Mobile Payment Consortia System (MPCS) allows user to pay the fees such as tuition fee, exam fee, etc., to his/her institution through the mobile phone. MPCS provides the necessary technical infrastructure such as acquiring user information from the institution server, connectivity, Payment authorization, and communication to facilitate m-payments and acts as an intermediary between the banks, the institution and the clients. The system is specifically designed for the institution related payments for the registered clients using mobile devices. The client must have an account in a bank and he/she must be registered with his/her Institution. The client uses username and password, provided by the Institution Server (IS), when he/she made a request to the Institution for payment service.
Once the request is made by the client, the client is authenticated by decrypting the username and password. If the username and password are mapped with the institution server database records, the client is authenticated. Institution Server then, sends the authenticated user profile as an encrypted format to the MPCS for client authorization. The MPCS then, allows the user to enter the fee amount, by which both the client is authorized for payment service and the payment request is confirmed by the MPCS.
Once the authentication and authorization process is completed, MPCS makes a request for payment (PR) to the institution's bank. The payment request is forwarded to the client's bank by the institution bank. The client's bank authenticates the client with the Bank-ID as well as account number and securing confirmation of the request of institution bank by the MPCS. Hence the requested amount is debited from the clients' account and credited to the bank associated with the consortia of the institution account by interacting with the bank. Once the transaction is completed electronically a payment confirmation message is sent by the institution bank to the MPCS and then, MPCS is sent to the Institution Server.
The institution also confirms the same message to the client and the request is carried out successfully. The MPCS is unique for any academic institution to make the students as their clients and the payment of fees can be done through mobile anywhere and at any time. The architectural design of MPCS is depicted in Figure 1 .
Today the mobile payment services are received well and high level of security must be provided in the design. In order to apply PKI to the mobile phone (GPRS enabled), it requires high-speed key generation algorithm, certificate generation
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An and verification algorithm, efficient digital signature algorithm, best message digest function, and strong encryption and decryption schemes.
SECURE COMMUNICATION BETWEEN IS AND MPCS
The major components of the proposed model are student, institution, student bank, institution bank and Mobile Payment Consortia System (MPCS), which acts as a payment gateway between institution server and institution bank that operates under the institution private network. The transaction processes between the student and the institution server are discussed in [1] . The institution server keeps the record for all the registered clients. The authentication of the client is done by the Institution Server by verifying the username and password. After authentication, the institution server is connected with student's database for retrieving the student details such as student name, bank name, branch name, account holder name, account number, the fee amount, mobile number, secret key and IMEI number and sends the student's profile to the MPCS server. The information flow on the network is secured by encrypting and decrypting the message using public key infrastructure.
Mobile Payment Consortia System (MPCS) server acts as an intermediary between the institution and the banks and it is also responsible for authorizing the clients for payment service, generating the payment request, creating the transaction logs, routing and delivering the notifications to the remaining entities, etc. It plays a role as a Payment Gateway (PG) for the institution. MPCS authorizes the payment services with the client by verifying option and the fee amount. Once the MPCS authorizes the payment services, MPCS makes a request for payment (PR) to the institution's bank using the Payment Interface.
MPCS makes a request for payment (PR) to the institution's bank using the Payment Interface. The bank identifies the client with the Bank-ID and makes confirmation of the payment using their private bank application. Hence the requested amount is debited from the clients' account and credited to the institution bank account. Once the transaction is completed electronically, a confirmation message is sent by the institution bank to the MPCS server. This paper considers authentication and secure communication only between the IS and MPCS server. The client sends the request for payment to the institution server. The institution server authenticates the client for payment service. Once the client is authenticated, the institution server sends the users profile to the MPCS server for authorization. Since MPCS is generates the Payment Request (PR) to the institution server, MPCS authorizes the client by checking the fee amount. The process of sending the user profile is depicted in figure 2 .
Once the user authentication process is completed by the institution server, then it starts handshake processes with MPCS server for secure communication.
The proposed model authenticates both the institution server and the MPCS server using challenge-response mechanism. When the institution server initiates the communication with the MPCS, the MPCS server sends an encrypted RAND-number using shared PIN number to the institution server. The institution server extracts the PIN number from its database and decrypts the RAND number given by the MPCS. If the RAND number is decrypted successfully by the institution server, then MPCS server is identified and authenticated and generates SRES based the RAND number sent by the MPCS. Finally, the institution server encrypts the SRES using shared PIN number and sends to the MPCS server.
Meanwhile, the MPCS server generates SRES based on RAND number which is sent to the IS. The MPCS server then, decrypts the SRES and compares the SRES which sent by the IS and generates by the MPCS. If both of them match, the institution server is authenticated to the MPCS server. Once each entity is authenticated, the institution server and MPCS server exchanges their public keys each other. To exchange the public keys between the IS and the MPCS in a secured manner, the PKI infrastructure is used. The process of public key exchanges between the IS and the MPCS server is
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An presented in figure 3 . The IS and IS/MPCS authentication is showed as an algorithm in figure 4 . The algorithm for exchanging the public keys is depicted in figure 5 . After exchanging the public keys by the IS and the MPCS server, the IS sends the user profile that includes student name, bank name, branch name, account holder name, account number, amount (fee yet to be collected), institute bank account number, mobile number, secret key and IMEI number to Mobile Payment Consortia System (MPCS). The process of sending the user profile to the MPCS server is presented as an algorithm in figure 6 . After receiving the user profile, sent by the institution server, the MPCS server sends the payment interface to the student mobile device. 
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CONCLUSION
The mobile payments will remain the de facto standard for personal payments in the near future. Most of the existing mobile payment systems focus only on transaction security such as authentication and integrity of the data. Only few systems provide non-repudiation. Also most of the researchers attempted to provide security using symmetric key, whereas public key cryptography has not been used widely. Mobile Payment Consortia System (MPCS) is a novel model designed for payments through mobile phones with end-to-end security using PKI security scheme. The proposed security architecture is specifically designed for academic institution related payments and financial services in particular, payment of fees by students from the customer's bank to the institution's bank where they study using mobile device anytime and anywhere. This system provides convenience in the payment processes, reduces transactional cost and overhead time for both students and the educational institution. This model can be extended to all academic institutions so as to help the necessary payments by the students through mobile devices.
